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The Claim

Governance frameworks that treat package adoption as a routine maintenance mechanism
create systemic risk when that same mechanism can transfer control of a trusted package name
to an attacker. Zero Trust for Code addresses this by requiring a pre-execution trust decision on
what a package does after any change in control, rather than extending trust indefinitely once a
package has been established.

The Incident

\

Attackers began adopting orphaned packages in the Arch User Repository and pushing malicious
follow-up commits. The campaign began with the package “openconnect-sso” and expanded to
over 120 confirmed malicious packages, including established tools such as boringssl-git,
icloudpd, and windscribe-cli-v2-bin. Arch Linux first used disabled package adoption on July 30
to slow the takeovers, then disabled all AUR pushes entirely on August 1 after the activity
continued through newly created accounts. The payload is a Rust-based infostealer that
exfiltrates browser data, credentials, and cryptocurrency wallets, and spreads further by
harvesting SSH access from infected machines. This is the third wave to hit the repository this
year, involving over 400 malicious packages and eventually reaching 1,500 by the time the
cleanup was complete.
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The Governance FaILIH% '

The governance failure is not that attackers
targeted an open community-maintained
repository, but that the mechanism designed
to keep abandoned packages alive carries no
verification of what that new maintainer
intends to do with the trust they are
inheriting. A package's history, download
count, and prior clean commits all belong to a
previous maintainer whose relationship to
the package has already ended.

This is compounded by how naturally this
activity blends into the platform's own
design. Adopting an orphaned package and
pushing an update is exactly what the system
was built to allow, which means the attack
does not require any exploit or credential
theft, only patience in waiting for packages
to go unmaintained and a willingness to
register new accounts once old ones are
banned. An organization scanning package
contents for known malware signatures
would find nothing to flag until after a
malicious update had already landed.

The underlying breakdown is the absence of
a trust decision at the point of when
maintainership actually changes hands. This
is now the third such wave in a single year,
and each occurrence has been addressed by
suspending the adoption mechanism itself
rather than by verifying what any given
maintainer transition introduces. As long as
trust transfers automatically with the act of
adoption, disabling the feature is the only
lever available once an attack is already
underway.

e Credential, browser data, and
cryptocurrency theft delivered through
packages with established, previously trusted
histories.

e Lateral spread across networks through
harvested SSH access on infected developer
machines.

e Repeated incidents addressed only by
suspending a core platform feature.

What Your Audltor

Will Ask

e How do you validate a package's behavior
after a change in maintainer or ownership,
independent of its prior history?

e What controls detect malicious activity
introduced through a legitimate platform
mechanism rather than an exploit?

e How do you account for risk in third-party
or community repositories your developers
use outside sanctioned channels?

e What evidence do you maintain that a
package was evaluated again after control of
it changed hands?

e How do you respond when a repeated
pattern of compromise is addressed by
disabling a feature rather than verifying trust
directly?

A consistent signal is the disconnect between
a package's accumulated history and what its
current maintainer is doing with it. A clean
record under a previous owner says nothing
about the version published by whoever
holds that access now.
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Zero Trust for Code alu _

Zero Trust for Code introduces a trust decision at the point a package is about to execute,
evaluating what it does independent of its maintainership history or how long it has existed in a
repository. This means a package earns permission to run based on its current behavior, not on
trust accumulated under a maintainer who may no longer control it.

This directly addresses the governance weakness exposed by the AUR campaign: the assumption
that a package's established history remains meaningful after maintainership changes hands. By
requiring a pre-execution trust decision independent of ownership history, organizations can
evaluate what a newly adopted or updated package actually does, rather than relyingon a
platform feature being disabled as the only available response.

The result is a governance model where trust is re-established every time a package changes
hands or executes, closing the space a repeated attack pattern has relied on across three separate
incidents this year.
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Governance Action @ﬁt

e Establish governance controls that evaluate package behavior independently of accumulated
history or prior maintainer reputation.

e Require a pre-execution trust decision whenever a package's maintainer or ownership changes.

e Treat community-maintained repositories as requiring the same execution-level scrutiny as
official package sources.

e Monitor for SSH-based lateral spread originating from developer machines running third-party
packages.

e Maintain a record of package trust decisions evaluated at each maintainership transition, not
only at initial adoption.

Analysis based on reporting from BleepingComputer and Cybernews on the Arch Linux AUR
supply chain campaign, CodeHunter Labs evaluation of governance gaps in
maintainership-transfer execution trust, and alignment with NIST 800-53 and NIST SSDF.
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