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Governance frameworks that treat software supply chains as trusted by default create systemic 
risk when trust can be transferred, inherited, or re-established without independent validation. 
Zero Trust for Code addresses this by enforcing behavioral controls at execution, ensuring that 
trust is continuously verified rather than carried forward from prior assumptions. 

North Korean threat actors linked to the Contagious Interview campaign have published 108 
malicious packages and extensions across npm, Packagist, Go modules, and Chrome ecosystems 
as part of an operation known as PolinRider. The campaign combines maintainer account 
compromise, repository modification, malicious package releases, and developer-focused 
delivery techniques to establish access within development environments. Researchers 
identified 162 malicious release artifacts and nearly 2,000 compromised GitHub repositories 
associated with the activity. In some cases, malicious VS Code tasks executed automatically 
when a project folder was opened, enabling code execution through trusted development 
workflows. 
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The Governance Failure The Regulatory and 
Business Exposure

What Your Auditor  
Will Ask

The governance failure is not the publication 
of malicious packages, but the absence of 
controls that continuously validate software 
trust throughout the development lifecycle. 
Organizations often rely on repository 
reputation, maintainer history, package 
popularity, or prior approval decisions as 
indicators of integrity. These signals 
establish trust once but rarely verify that 
trust remains valid as ownership changes, 
updates are released, or dependencies 
evolve. 
 
This challenge is amplified by modern 
development practices that automate 
software consumption at scale. Packages, 
modules, extensions, and project 
dependencies frequently enter 
environments through trusted workflows 
without meaningful review of the actions 
that they are capable of performing. As 
software ecosystems become increasingly 
interconnected, a single compromise can 
appear through development environments, 
build systems, and downstream applications 
while appearing operationally normal. 
 
The underlying breakdown is the lack of 
enforceable policy governing what imported 
code is allowed to do after execution begins. 
Once software is accepted into the 
environment, organizations often have 
limited control over how it accesses 
credentials, interacts with repositories, 
modifies configurations, or executes 
additional payloads. This creates a condition 
where trust decisions become persistent, 
while risk remains dynamic and capable of 
evolving over time. 

• Compromise of developer environments 
through trusted software supply channels. 
 
• Exposure of credentials, source code, and 
intellectual property assets. 
 
• Increased risk of downstream software 
contamination across build and deployment 
pipelines. 
 
• Loss of assurance in trusted models. 

• How do you detect unexpected maintainer 
changes or ownership transfers in trusted 
software packages?
 
• How do you identify development tools 
performing actions outside established 
development and deployment workflows?
 
• What controls detect repository updates 
that introduce obfuscated code or concealed 
execution paths?
 
• How do you validate that package behavior 
aligns with its documented purpose and 
intended functionality?
 
• How do you verify software provenance 
and ensure trusted artifacts are not 
exhibiting anomalous or unauthorized 
behavior?
 
A consistent signal is the disconnect between 
software provenance and software behavior. 
Artifacts that appear legitimate based on 
source or history begin performing actions 
that exceed their expected operational scope.
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Governance Action Brief

Zero Trust for Code Value

Sources

Zero Trust for Code introduces a trust decision at the point before software is allowed to execute, 
this ensures that imported code, dependencies, and development tooling are evaluated against 
policy before any action is taken, rather than monitored for intent as events unfold. Rather than 
relying on maintainer reputation or package history, it validates whether an artifact should be 
permitted to run at all.
 
This directly addresses the governance weakness exposed by PolinRider: the assumption that 
trusted software ecosystems remain trustworthy over time. By requiring a pre-execution trust 
decision, organizations can prevent compromised packages from ever reaching the point of 
accessing sensitive data, modifying environments, or launching secondary actions, regardless of 
the channel they arrived through.
 
The result is a governance model where trust is decided before code runs rather than inferred 
from provenance, reducing reliance on software history alone and ensuring that supply chain 
compromise does not translate into permitted execution.

• Establish governance controls that validate software behavior independently of repository 
trust.
 
• Require continuous verification of package updates, maintainer changes, and dependency 
lineage. 
 
• Enforce execution policies for development environments, IDEs, and build systems. 
 
• Monitor for hidden execution paths triggered through project configuration and automation 
features. 
 
• Treat developer workstations as high-value environments requiring behavioral enforcement 
controls.  

Analysis based on BleepingComputer reporting (July 3, 2026) on the North Korea-linked 
PolinRider campaign, and CodeHunter Labs evaluation of governance gaps in post-compromise 
execution and persistence control. 


