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The emergence of no-code malware platforms demonstrates that trust based on code origin, 
developer identity, or distribution channel is no longer sufficient. As malware creation becomes 
more accessible and scalable, Zero Trust for Code is required to enforce what software is 
permitted to do at execution time, independent of how it was built or delivered.

An Android-based RAT known as BTMOB is spreading through a Malware-as-a-Service (MaaS) 
model that allows operators to generate malicious applications using a no-code interface. 
These applications are distributed through phishing campaigns and fake marketplaces, enabling 
attackers to bypass traditional trust signals and deliver malware at scale. 

Once installed, the malware enables full device compromise, including data exfiltration, 
monitoring, and remote control, expanding beyond traditional financial theft into complete 
system control. The combination of low skill requirements and rapid customization 
fundamentally changes the volume and variability of malicious code entering enterprise 
environments. 
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The Problem The Impact

What to Watch For

• Compression: Timelines are rapidly 
compressing, reducing the gap between 
discovery, weaponization, and exploitation. 
 
• Trust collapse: Code can no longer be 
trusted based on origin, appearance, or 
assumed developer intent.
 
• Barrier of entry: No-code tooling allows 
anyone to produce operational malware, 
expanding the threat actor base 
dramatically. 
 
• Runtime blind spot: Security controls 
remain focused on pre-execution validation, 
leaving behavior largely unchecked after 
execution begins.
 
Zero Trust for Code lens: 
 
• Identity confirms the user, device trust 
confirms the endpoint.
 
• Zero Trust for Code governs what the 
executing code is allowed to do in real time.
 
The core failure exposed by this model is that
 modern security architectures still assume 
that once code is installed or permitted, its 
behavior is inherently bounded by design. 
This assumption no longer holds.
BTMOB demonstrates that code can be 
dynamically generated, rapidly modified, and 
operationalized without traditional 
development constraints. 
As a result, static validation, signing, and 
marketplace controls are insufficient to 
guarantee safety.
 
This creates a structural gap: security 
verifies access to systems, but does not 
verify the actions executed within them. 
Zero Trust for Code is required to close that 
gap by enforcing behavioral limits at the 
moment actions occur, not before.

• Pace: Attackers operate at a speed where new 
variants bypass signature and reputation-based 
defenses almost immediately. 
• Regulatory: Controls tied to sourcing or 
authentication do not demonstrate control over 
actual system behavior and outcomes.
 •Board: Risk accountability shifts toward 
proving constraint of actions, not just prevention 
of access.
• Operational: Organizations lack control at the 
exact point where malicious code executes

Applications executing actions outside 
expected functional scope.

Trusted apps performing high-impact or 
persistent background activity.

Phishing flows directing users to install apps 
from unofficial marketplaces.

Abuse of permissions or system services to 
gain expanded control.

The consistent signal in these attacks is the 
gap between perceived trust and actual 
execution. Applications appear legitimate at 
install time but perform actions that exceed 
expected operational limits.

This creates a clear detection requirement: 
organizations must evaluate what code does 
during execution, not just how it was 
delivered. Without that visibility, malicious 
behavior remains indistinguishable from 
normal application activity.

Zero Trust for Code: Trust is defined by 
behavior, not origin.
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Zero Trust for Code Value

Methodology & Sources

Zero Trust for Code enforces policy on system actions after authentication by evaluating 
outcomes before execution. 
 
It blocks actions outside defined behavioral envelopes and generates refusal logs usable for board 
and regulatory evidence. 
 
This model aligns security control speed with AI-assisted adversaries. 
 
Zero Trust for Code introduces a control layer that operates at the same speed as AI-driven 
attacks. Instead of relying on detection after execution, it evaluates actions before they complete, 
ensuring that only behavior within defined policy is allowed. 
 
That shifts security from reactive analysis after impact to preventative enforcement in real time, 
at the speed AI-assisted adversaries already operate. The result is not just improved security, but 
stronger, defensible evidence for regulators and boards. 
 
CodeHunter provides the Pre-Execution Trust Decision Engine to verify the behavioral intent of 
every artifact before it runs, protecting your reputation and your bottom line. Learn more at 
codehunter.com.

• Define explicit behavioral policies for application activity (data access, permissions, execution 
scope).
 
• Implement enforcement mechanisms that operate during runtime, not just pre-deployment.
 
• Reduce reliance on trust signals such as app source, signatures, or identity alone.
 
• Integrate behavioral enforcement into existing Zero Trust and endpoint strategies.
 
• Start with environments where code execution carries the highest risk and establish enforceable
 constraints on behavior. Build outward by applying the same control model across broader 
systems.
 
 

Dark Reading reporting (May 2026), ESET research on BTMOB RAT activity, and CodeHunter 
Labs analysis of runtime enforcement gaps in MaaS-driven environments. 


