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The Claim

N
Applications that pass platform verification, code signing, and distribution checks are still
capable of executing unauthorized and evolving behavior at runtime. Trust based on validation
at install time is no longer sufficient to ensure safe execution. Zero Trust for Code addresses this
by enforcing what software is allowed to do after it is deployed, not just whether it was
approved to run.
J
The Threat
~

A macOS malware campaign known as FlutterShell is being distributed through malicious
Google and YouTube advertisements that impersonate legitimate desktop applications. The
malware is signed with valid Apple Developer IDs and successfully passes Apple notarization,
allowing it to appear trusted during installation.

Once executed, it establishes backdoor access, enabling command execution, file system
interaction, and data exfiltration. It also modifies browser configurations to redirect traffic

through attacker-controlled infrastructure, which creates both persistence and monetization
channels.
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The Problem

e Trust Signals Fail: Code signing and
notarization validate origin but do not verify
runtime intent or behavior.

¢ Behavioral Drift: Applications can change
functionality after deployment through
externally hosted logic.

¢ Distribution Risk: Legitimate ad platforms
are exploited to deliver malicious software at
scale.

¢ Validation Gap: Making sure the code is
legitimate happens before execution,
meaning activity during runtime is largely
unrestricted.

Zero Trust for Code lens: Validation confirms
that software meets entry requirements but
does not enforce what actions are permitted

once execution begins.

The core issue is not that platform controls
failed, but that they were never designed to
enforce behavior after installation.
FlutterShell demonstrates that software can
fully comply with signing and notarization
requirements while still performing actions
outside its intended purpose.

The separation of visible code from remotely
delivered logic weakens static validation.
This creates a systemic gap where software
is trusted based on how it enters the
environment, without sufficient control over
what it does once inside.

The Impact

.

¢ Increased exposure from trusted applications
performing unauthorized post-install actions.

¢ Reduced effectiveness of reputation,
signature, and marketplace trust models.

e Expanded attack surface through third-party
advertising and distribution ecosystems.

e Persistence mechanisms embedded within
legitimate application workflows.

/

What to Watch For

¢ Signed or notarized applications
performing actions outside their expected
functional scope.

e Browser or system configuration changes
initiated by newly installed software.

¢ Applications retrieving or executing
content from external infrastructure during
runtime.

e User acquisition flows, such as ads or
downloads, leading to installation of
low-confidence software.

A consistent signal is the mismatch between
perceived legitimacy and observed behavior.
Applications that pass all initial validation
checks may still produce outcomes that
exceed expected boundaries.

Detection must therefore focus on runtime
activity, ensuring that behavior aligns with
intent rather than relying on how the
application was delivered or approved.
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Zero Trust for Code Value

Zero Trust for Code introduces enforcement at the point of execution, where application behavior
can be evaluated against defined policy. Instead of relying solely on platform validation,
signatures, or distribution trust, it verifies whether each action aligns with acceptable operational
boundaries before it completes. This prevents software from executing unauthorized behavior,
even if it was fully verified during installation.

By shifting control to runtime, organizations can mitigate threats that adapt or evolve after
deployment. Applications that retrieve external logic or modify behavior dynamically are still
subject to the same enforcement standards, ensuring consistency across all execution scenarios.
This replaces static trust with continuous verification, aligning security with how modern software
operates.

Zero Trust for Code establishes a control layer that operates at the same speed and point of
impact as modern threats. It removes reliance on assumptions about software origin, approval, or
intent and replaces it with enforceable decisioning tied directly to observed behavior. This enables
organizations to prevent unauthorized outcomes before they occur, rather than detecting them
after the fact, creating both measurable risk reduction and defensible assurance for leadership,
auditors, and regulators.
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CISO Action Brief

¢ Define behavioral boundaries for application activity, including system access, network
communication, and data handling.

¢ Implement enforcement mechanisms that operate during runtime to evaluate actions before
execution completes.

e Reduce reliance on validation signals such as signing, notarization, or distribution channel alone.

e Monitor for software capable of dynamically retrieving or modifying execution logic after
deployment.

e Start with high-risk entry points such as externally distributed applications and expand
enforcement coverage over time.

Methodology & Sources

Analysis based on Palo Alto Networks Unit 42 research into the FlutterShell campaign, reporting
from The Hacker News (June 4, 2026), and CodeHunter Labs evaluation of runtime enforcement
gaps in modern software distribution and execution models.
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