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Governance frameworks that rely on manual code review to catch malicious packages create 
systemic risk when an artifact is deliberately built to survive that review. Zero Trust for Code 
addresses this by requiring a pre-execution trust decision on what a package does when invoked,
 rather than solely depending on a reviewer's judgment of what the code appears to contain. 

Researchers identified nearly 800 malicious npm packages, published under AI-generated or 
typosquatted names, that deliver a downloader called WEL1DROPPER. Unlike prior campaigns 
that trigger automatically through install-time lifecycle hooks, these packages instruct 
developers in their documentation to manually load them with “require()”, meaning execution 
depends on a developer following the package's own stated usage. Once invoked, the 
downloader identifies the host operating system and processor architecture and retrieves a 
matching payload from a set of cloud-hosted endpoints, falling back to DNS-based delivery if the 
primary method fails. The packages also include a file resembling a legitimate telemetry SDK 
that the actual entry point never imports, existing only to appear as ordinary analytics code 
during a quick manual review while the real downloader logic sits elsewhere in the package. 
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Business Exposure

What Your Auditor  
Will Ask

The governance failure is not that malicious 
packages reached the registry, but that trust 
in these packages depended on a developer's
 manual judgment of what the code was 
doing, and a review process this campaign 
was specifically built to defeat. A reviewer 
scanning the package for anything alarming 
would encounter a file that looks exactly like 
routine telemetry code, while the actual 
downloader sits elsewhere, unexamined 
because nothing drew attention to it. 
 
This is compounded by how execution itself 
was moved outside the reach of most 
existing controls. Many organizations have 
adapted to lifecycle-hook attacks by 
restricting install scripts, an increasingly 
common solution. This campaign requires no 
install hook at all, it activates only when a 
developer follows the package's documented
 instructions and calls “require()” themselves.
 A control built around blocking automatic 
execution has nothing to intervene against 
here, because the execution was never 
automatic in the first place. 
 
The main issue is the absence of a trust 
decision that evaluates what a package does 
at the moment it runs, independent of 
whether a human reviewer found anything 
suspicious beforehand. A decoy file designed 
to look ordinary succeeds precisely because 
human review depends on something 
appearing wrong to the reviewer. As long as 
trust is granted based on what a package 
appears to contain rather than what it does 
when executed, an artifact engineered to 
look uninteresting defeats the control by 
design. 

• Cross-platform compromise of developer 
machines through a payload matched to the 
host operating system and architecture. 
 
• Manual code review defeated by a decoy file
 specifically designed to appear as ordinary, 
non-suspicious functionality. 
 
• Reliance on install-script restrictions as a 
mitigation, a control this campaign was built to
 operate entirely outside of. 

• How do you validate what a package does 
when explicitly invoked, not only what it does
 automatically at install? 
 
• What controls detect a decoy file included 
specifically to pass a manual code review? 
 
• How do you account for malicious packages 
that require no install hook and no automated
 trigger at all? 
 
• How do you verify that a developer 
following documented usage instructions is 
not executing unreviewed, unauthorized 
behavior? 
 
• What evidence do you maintain that a 
package's behavior was evaluated at the 
point it runs, independent of manual review 
outcomes? 
 
The disconnect between what a manual 
review is capable of catching and what an 
artifact is engineered to hide from it. A 
package built specifically to look ordinary 
upon review says nothing about what it does 
once a developer follows its instructions. 
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Governance Action Brief

Zero Trust for Code Value
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Zero Trust for Code introduces a trust decision at the point a package is actually invoked, 
evaluating its behavior directly rather than depending on whether a manual review found 
anything suspicious beforehand. This means a package earns permission to run based on what it 
does when called, regardless of how ordinary or unremarkable its code appeared during review. 
 
This directly addresses the governance weakness exposed by the WEL1DROPPER campaign: the 
assumption that human review is a reliable checkpoint against packages specifically engineered to 
defeat it. By requiring a pre-execution trust decision independent of review outcomes, 
organizations can evaluate what a “require()” call actually trigger, even when the surrounding code
 was built to look ordinary to a reviewer. 
 
The result is a governance model where execution is assessed on its own behavior rather than on a
 reviewer's judgment. Thus, closing the space this campaign relied on when it engineered its way 
around manual scrutiny entirely. 

• Establish governance controls that evaluate package behavior at the point of invocation, 
independent of manual review outcomes. 
 
• Require a pre-execution trust decision for packages triggered through explicit developer action, 
not only automatic lifecycle hooks. 
 
• Treat install-script restrictions as one control among several, not sufficient against 
non-automatic execution paths. 
 
• Monitor for decoy or unused files included in packages solely to appear ordinary during code 
review. 
 
• Maintain a record of package behavior evaluated at execution, separate from any manual review
 conducted beforehand. 

Analysis based on reporting from The Hacker News (August 7, 2026) on the WEL1DROPPER npm 
campaign, CodeHunter Labs evaluation of governance gaps in review-evasive execution trust.


