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Through the month of May 2026, a consistent pattern emerged: attackers are no longer 
constrained by known tools, static malware, or even traditional authentication boundaries, 
instead everything is becoming dynamic, trusted by default, and behaviorally unconstrained. 
AI-driven “vibe hacking” showed that adversaries can generate one-off tooling in real time, making
 signature-based detection ineffective and accelerating attack cycles in real time. At the same 
time, incidents like the 2FA bypass and GitHub CVE reinforced that identity validation does not 
limit outcomes. 
 
Also seen is authenticated users and trusted inputs can still trigger unintended or malicious 
execution paths. The Grafana breach and Linux CVE further extended this pattern into the 
software supply chain, where verified code, tokens, and pipelines operated exactly as designed, 
yet still enabled code theft, privilege escalation, or unintended system behavior because nothing 
governed what executed after trust was granted. Taken together, May’s activity makes one thing 
clear: the primary failure point is no longer access but rather the absence of control over 
execution. 
 
From a Zero Trust for Code perspective, this signals a necessary shift from validating who or what 
is trusted to enforcing what is allowed to happen. Across every case, controls functioned correctly,
 authentication succeeded, provenance was verified, and pipelines executed, but none constrained
 behavior at runtime. CISOs who prioritize defining and enforcing behavioral boundaries will be 
significantly better positioned to defend against these types of attacks.  
 
The remainder of this report walks through each of these events individually. The VibeHacking 
brief examines AI-generated, one-off tooling. The GitHub CVE and 2FA bypass briefs trace how 
authentication can succeed, and outcomes can still fail. The Grafana and Linux CVE briefs show 
how verified code and trusted infrastructure can still execute behavior outside intended 
boundaries. 
 
Read each brief with two questions in mind. At what point in the incident did a trust decision get 
extended? And what behavioral control would have changed the outcome? The teams that build 
those controls into their stack this quarter will not be the ones cleaning up these incidents next 
quarter. 

May 2026
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The Threat
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Security Brief

Linux CVE

April 22, 2026

Modern software security still assumes that trusted code behaves safely once it enters the 
system. That assumption no longer holds. Code can arrive through legitimate pipelines, with 
verified provenance, and still execute actions that exceed intended system behavior.
Zero Trust for Code closes this gap by enforcing what software is allowed to do at runtime, 
regardless of where it came from or how it was delivered.

Current software supply chain defenses prioritize provenance, integrity, and identity, but do not 
validate what code does once it executes.

As a result, software that is trusted, verified, and delivered through approved pipelines can still 
perform unintended actions such as system modification, privilege escalation, or lateral 
movement.

The system accepts the code as trusted but does not constrain its behavior.
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The Problem The Impact

What to Watch For

• Trust is assigned too early Systems grant 
trust at ingestion or verification, not at 
execution.
 
• Behavior is not validated There is no 
mechanism that evaluates whether runtime 
actions are acceptable.
 
• Security assumes intent from origin 
Provenance is treated as proof of safety.
 
Zero Trust for Code lens: 
 
Identity and integrity verify where code 
came from.
 
Zero Trsut for Code verifies what 
that code is allowed to do.
 
The issue is structural: 
 
Security models validate source correctness, 
but not behavioral correctness.
 
This creates a condition where trust 
decisions are made before the system has 
visibility into real impact. Once code passes 
verification, it operates with minimal 
restriction, regardless of how its behavior 
evolves at runtime.
 
Over time, this leads to environments where 
trusted code paths become the primary 
source of risk, not because they are 
unverified, but because they are 
unconstrained after acceptance. The system 
confirms origin but does not enforce 
outcome.

• Execution layer blind spot: Trusted code 
becomes an unrestricted actor once deployed.
• Expanded attack surface: Any code path, 
trusted or verified, can produce unintended 
outcomes.
• Control misalignment: Security decisions occur
 before execution, while risk materializes during 
execution.
• Audit gap: Systems prove access and origin    
but cannot prove that executed behavior was 
appropriate.

• Code executing with broader system 
impact than intended design.
 
• Trusted artifacts performing unexpected or 
unbounded operations.
 
• Lack of controls between:
 
Code acceptance.
Code execution.
Over-reliance on:
Signing, SBOMs, or provenance as final 
security validation.
 
Additional indicators include situations 
where small or routine changes result in 
disproportionately large system effects, or 
where normal deployment workflows lead to 
unexpected changes.
 
These patterns often appear as valid 
operations in logs, making them difficult to 
distinguish without behavioral context. The 
key is identifying when execution outcomes 
exceed what was intended, even if every step 
in the process appears legitimate.
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CISO Action Brief

Zero Trust for Code Value

Methodology & Sources

Zero Trust for Code introduces a missing control layer:
 
Behavioral enforcement at execution time.
 
Instead of assuming trusted code behaves correctly, it evaluates what code is capable of doing, 
compares that behavior against defined policy, and blocks execution that exceeds allowed 
boundaries.
 
This shifts security from trust-based acceptance to policy-based execution control.
 
The result is a system where code is not trusted because it is verified, but only if the code behavior 
is allowed.
 
Instead of assuming trusted code behaves correctly, Zero Trust for Code:
 
Evaluates what code is capable of doing.
Compares that behavior against defined policy.
Blocks execution that exceeds allowed boundaries.

Define behavioral envelopes for code execution.
 
Explicitly state what actions software is permitted to perform.
 
Introduce pre-execution enforcement controls.
 
Validate behavior before it completes, not after.
 
Align security controls to the execution layer, not just the pipeline.
 
Measure behavioral compliance of executing code, not just authorization.

Analysis based on industry perspectives on Zero Trust for Code and behavioral security models, 
including SC World reporting and CodeHunter Labs research on execution-layer risk and control 
gaps.
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GitHub CVE

April 28, 2026

A routine, authenticated git push should not trigger backend code execution.
In this case, it did. Identity was valid, access was expected, and the platform functioned as 
designed but trusted operations produced an unauthorized outcome.
Zero Trust for Code closes this gap by governing what is allowed after code enters the pipeline, 
not just where it came from.

A vulnerability chain within a trusted development platform allowed standard user actions to 
result in remote code execution and unauthorized backend access.
The issue was structural:
 
• Trusted inputs were treated as authoritative.
• Metadata was accepted without revalidation.
• Execution paths were unconstrained after ingestion.
 
Additional flaws reinforce this pattern: token scope failures, SSRF via trusted redirects, 
command injection in configs, OAuth validation gaps, and inconsistent API authorization.
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The Problem The Impact

What to Watch For

• Trust propagates across systems without 
revalidation, allowing assumptions made at 
ingestion to persist unchecked through 
downstream services.
 
• Authentication verifies identity, but does 
not determine whether resulting execution is
 safe or appropriate within system 
boundaries.
 
• Authorization breaks across service 
boundaries, where translation of context, 
tokens, or APIs introduces gaps and 
inconsistencies.
 
Zero Trust for Code lens: identity confirms 
origin, but enforcement must govern what 
the system is allowed to do once actions 
begin.
 
The failure is not misuse, it's over-trust of 
valid inputs without validating the effects 
those inputs produce.
 
This creates a structural condition where 
each system in the chain assumes the 
previous control was sufficient. As a result, 
no single layer takes responsibility for 
validating execution outcomes. Over time, 
this compounds into an environment where 
trusted inputs are implicitly granted broad 
freedom of action, even when those actions 
exceed intended system behavior. The gap is 
not visibility but rather is the absence of 
enforcement tied to what actually happens 
after access is approved.

• Expanded execution surface from any 
authenticated input.
 
• System-wide exposure through shared 
platforms.
 
• Illusion of control from valid logs masking bad 
outcomes.
 
• No enforcement layer between ingestion and 
execution.
 

• Authenticated actions triggering 
unexpected downstream effects that extend 
beyond the original request or user intent.
 
• Backend services accepting upstream 
metadata or context without revalidation, 
assuming prior checks are sufficient.
 
• Trusted workflows such as CI/CD, API calls,
 or configuration updates producing state 
changes outside expected operational 
bounds.
 
• Lack of defined execution constraints after 
ingestion, leaving systems open to 
unintended behavior paths.
 
The signal is not whether the input was 
trusted, but whether the resulting execution 
remained within clearly defined and enforced
 system behavior.
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CISO Action Brief

Zero Trust for Code Value

Methodology & Sources

Zero Trust for Code enforces control at execution, the point where risk actually materializes 
within the system.
 
Instead of relying on trust in source, identity, or channel, it evaluates what actions are being 
performed and whether they align with defined policy.
 
By assessing behavior before execution completes, it prevents unintended or unauthorized 
outcomes regardless of how trusted the input appears.
 
It introduces a consistent decision layer that applies equally across all inputs, removing ambiguity 
created by varying trust levels between systems or services.
This shifts security from validating access to governing outcomes, aligning control with where risk 
actually occurs.
 
It removes the assumption:
“If it came from a trusted source, it is safe.”
And replaces it with:
“If the outcome is not allowed, it does not execute.”

• Define behavioral boundaries for execution paths, clarifying what actions and outcomes are 
explicitly allowed once code or requests enter the system.
 
• Insert enforcement points between ingestion and execution to evaluate actions before they 
complete and block those outside policy.
 
• Require revalidation of context and permissions across service boundaries to prevent inherited 
trust from propagating unchecked.
 
• Track and measure post-ingestion behavior to ensure actions align with defined expectations, 
not just that access was granted.
 
• Start with a single high-risk workflow. Define acceptable outcomes, enforce limits at a control 
point, and log all refused actions.

Analysis based on disclosed GitHub vulnerability set (May 2026), CVE reports (CVE-2026-3854), 
and CodeHunter Labs research on inherited trust and execution-layer risk. 
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The Threat
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Security Brief

AI Zero-Day 2FA Bypass
May 11, 2026

An AI system produced a zero-day exploit that bypassed 2FA on a widely deployed admin platform. 
Identity analysis verified the actor but did not constrain the action. Zero Trust for Code closes the gap by 
enforcing what a system is allowed to do after authentication, not just whether access is granted. 

The Google Threat Intelligence Group identified an AI-assisted development of a zero-day exploit 
allowing users to bypass two-factor authentication (2FA) on an undisclosed web-based system admin 
tool.  
  
The exploit required valid credentials but bypassed the second factor, demonstrating that authentication 
controls do not inherently enforce behavioral limits.  
  
LLM-generated artifacts, docstrings, structured code, and fabricated scoring all suggest accelerated 
discovery and weaponization cycles. 
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The Problem The Impact

What to Watch For

• Compression: Timelines are rapidly 
compressing, reducing the gap between 
discovery, weaponization, and exploitation.  
  
• Traditional Authentication and Authorization 
are not enough without verification: Verified 
access still enables unrestricted system impact.  
  
• Barrier of entry: AI limits the amount of skill 
needed to run advanced cyber operations.  
  
• Logic flaws scale: AI identifies design-level 
weaknesses traditional tools miss.  
  
Zero Trust for Code lens:  
  
• Identity confirms who;  
  
• MFA confirms access;  
  
• Zero Trust for Code governs what can be 
executed regardless of identity.  
  
The underlying issue is not that MFA failed, it 
behaved exactly as it was intended. The failure is 
that authentication has been incorrectly treated 
as a boundary, when it is only a checkpoint. Once 
passed, most enterprise systems still assume 
that actions taken are inherently valid.  
  
This assumption creates a structural weakness: 
post-authentication activity is largely 
unrestricted. As AI accelerates exploit 
development, that gap is becoming the primary 
attack surface. 

• Pace: Exploitation outpaces patch cycles and SOC 
response windows.  
  
• Regulatory: MFA alone does not satisfy a lot of 
audit/compliance needs.  
  
• Board: Oversight shifts from control presence to 
constrained outcomes.  
  
• Operational: Pre-execution enforcement becomes 
the only control operating at attacker speed. 

• Authenticated sessions generating abnormal or 
high-impact actions.  
  
• Privileged operations without secondary 
human or policy validation.  
  
• Vendor disclosures referencing logic or 
semantic flaws.  
  
• Absence of defined post-authentication 
behavioral boundaries.  
  
A key signal that is constant in these attacks is 
the mismatch between identity confidence and 
behavioral outcome. High-confidence 
authentication events are now being paired with 
actions that exceed historical norms or defined 
operational boundaries.  
  
This creates a new detection requirement: 
security teams must understand not just who 
accessed a system, but what that access enabled 
the system to do. Without that visibility, 
anomalous behavior remains indistinguishable 
from legitimate use.  
  
Zero Trust for Code: Trust but verify.
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CISO Action Brief

Zero Trust for Code Value

Methodology & Sources

Zero Trust for Code enforces policy on system actions after authentication by evaluating outcomes before 
execution.  
  
It blocks actions outside defined behavioral envelopes and generates refusal logs usable for board and 
regulatory evidence.  
  
This model aligns security control speed with AI-assisted adversaries.  
  
Zero Trust for Code introduces a control layer that operates at the same speed as AI-driven attacks. 
Instead of relying on detection after execution, it evaluates actions before they complete, ensuring that 
only behavior within defined policy is allowed.  
  
That shifts security from reactive analysis after impact to preventative enforcement in real time, at the 
speed AI-assisted adversaries already operate. The result is not just improved security, but stronger, 
defensible evidence for regulators and boards.  
  
CodeHunter provides the Pre-Execution Trust Decision Engine to verify the behavioral intent of every 
artifact before it runs, protecting your reputation and your bottom line. Learn more at codehunter.com.

• Define explicit behavioral envelopes for all tier-1 platforms (scope, scale, effect).  
  
• Implement at least one enforcement/refusal point downstream of MFA.  
  
• Update third-party risk programs to address AI-assisted flaw discovery.  
  
Start with a single high-risk workflow rather than attempting full coverage immediately. The objective is to 
establish a repeatable model: define an acceptable behavioral envelope, enforce it, and log all refused 
actions. This creates both immediate risk reduction and a scalable framework.  
  
It is also critical to align this effort with existing governance structures, risk committees, board reporting, 
and regulatory mapping. Positioning behavioral enforcement as an extension of Zero Trust and existing 
IAM investments will reduce friction and accelerate adoption. 

Google Threat Intelligence Group (May 2026), The Hacker News reporting, and CodeHunter Labs research 
on AI-driven exploit timelines. 
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Security Brief

Vibe Hacking

May 13, 2026

AI agents are now capable of dynamically generating custom hacking tools and scripts during an 
active intrusion, allowing attackers to bypass traditional detection methods that rely on known 
signatures. Zero Trust for Code addresses this by enforcing what code and actions are permitted
 to execute, regardless of how they are generated. 

Threat actors are now using AI agents to generate custom hacking tools dynamically during 
intrusions, replacing reliance on prebuilt malware or known frameworks. This is known as “vibe 
hacking”. 
 
These AI-generated scripts support reconnaissance, exploitation, and lateral movement, with 
each instance differing enough to evade signature-based detection. 
 
This approach speeds up the attack process and enables continuous adaptation, allowing threat 
actors to iterate tooling and tactics in real time while remaining operationally stealthy.
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The Problem The Impact

What to Watch For

• Detection Collapse: Signature-based tools 
lose effectiveness when malware and scripts 
are dynamically generated each time.
 
• Operational Speed: AI drastically 
accelerates the time between 
reconnaissance, exploitation, and 
persistence making it hard for to defense to 
keep up. 
 
• Tool Obsolescence: Traditional “known bad
 tool” detection is bypassed meaning tools no 
longer need to exist before they are used. 
 
• Lower Barrier to Entry: Attackers can 
generate sophisticated attacks without deep 
technical expertise. 
 
• Adaptive Users: AI enables attackers to 
modify tactics in real time, evading static 
defenses. 
 
Zero Trust for Code lens: Authentication 
verifies identity and security tools detect 
known threats, but neither fully control what
 dynamically generated code is allowed to 
execute in real time. 
 
The real breakdown is not that defenses fail, 
but rather that modern controls assume 
threats are pre-existing and identifiable. 
AI-driven attacks invalidate that assumption 
entirely.

• Attack pace compresses to near real-time.
 
• Signature- and IOC-based detection loses 
relevance.
 
• SOCs face noise from highly variable artifacts, 
reducing confidence.
 
• Control effectiveness evidence weakens.
 
• Unknown, one-off tools execute outside policy 
validation, increasing operational exposure.

• Rapidly changing scripts or binaries 
executing in environments.
 
• Legitimate sessions generating previously 
unseen commands or behaviors.
 
• High-frequency experimentation patterns 
(trial-and-error execution).
 
• Activity without known tool signatures but 
with clearly malicious outcomes.
 
• Indicators of on-the-fly tool or script 
generation.
 
A consistent pattern is the disconnect 
between what is executed and what is 
recognized. Legitimate sessions now produce 
behaviors that deviate from historical norms, 
often driven by dynamically generated scripts
 with minimal forensic consistency. Detection 
must evolve to assess not just access, but 
what that access enables systems to do. 
Without this visibility, anomalous activity 
blends with legitimate use, reducing 
detection efficacy and delaying response. 
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CISO Action Brief

Zero Trust for Code Value

Methodology & Sources

Zero Trust for Code introduces runtime enforcement over all generated and executed artifacts, 
regardless of origin. It ensures that only actions within clearly defined behavioral boundaries are 
allowed to run, while dynamically generated scripts are evaluated before execution. 
 
Any unauthorized or anomalous activity is blocked in real time, rather than just being detected 
after impact, shifting control to defense the moment it matters most. 
 
This approach directly addresses the core gap exposed by AI-driven attacks: the inability to 
govern code that did not exist until execution.
 
By moving from reactive detection to pre-execution decisioning, organizations can regain control 
over unpredictable AI-generated attack methods, which are becoming more prevalent by the day. 
 
Trust but verify. 

• Define behavioral execution policies for critical systems (what actions are allowed, not just who 
can act).
 
• Implement pre-execution control points to evaluate scripts and commands before they run.
 
• Augment detection with behavioral and intent-based analytics, not signatures.
 
• Prioritize controls that operate at machine speed, matching AI-driven attackers.
 
CISOs should shift from access control to action control by defining acceptable system behaviors 
and enforcing pre-execution validation. Detection must evolve toward behavioral analytics, 
reducing reliance on signatures. At the same time, organizations should invest in high-speed 
controls to keep pace with AI-driven threats and prevent anomalous activity before execution.

Dark Reading (May 2026) reporting on AI-generated hacking tools, Trend Micro TrendAI 
research, and CodeHunter Labs analysis of AI-driven attack evolution  



©2026 CodeHunter

The Claim

The Threat

For the regulated-enterprise CISO

Security Brief

Grafana GitHub Breach

May 17, 2026

A compromised GitHub token granted unauthorized access to Grafana's private code 
repositories, where attackers then download source code and attempt extortion. Traditional 
code validated access, but failed to control what that access allowed. Zero Trust for Code helps 
by enforcing what actions are permitted inside development environments and CI/CD pipelines.

Grafana disclosed that an unauthorized actor obtained a valid access token tied to its GitHub 
environment, enabling direct access to private repositories and the company codebase. 
The attack was enabled by a flaw in a GitHub Actions workflow, where untrusted code executed 
within a trusted CI environment and exposed sensitive environment variables and credentials. 
 
The attacker used the stolen token to: Access internal repositories. Download source code. 
Attempt extortion to prevent public release. 
 
No customer data or production systems were impacted, but the breach exposed critical 
software supply chain risk.
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The Problem The Impact

What to Watch For

• Trust Misplacement: CI/CD pipelines 
inherently trusted code execution contexts, 
allowing external code to run with access to 
internal secrets.
 
• Token Over-Privilege: A single token 
granted broad access to repositories, 
violating least-privilege principles.
 
• Execution Without Verification: Malicious 
code executed inside the pipeline without 
validation of intent or behavior.
 
• Hidden Attack Surface: Development 
infrastructure (GitHub Actions, pipelines, 
tokens) operates as a high-value but often 
under-protected control plane.
 
Zero Trust for Code lens: Identity validated 
access (token), pipeline authenticated 
execution, but trusting in the code meant 
there was no monitoring what the code was 
intending to do.
 
The failure is not that authentication broke, 
but rather that trusted execution 
environments assume that code running 
within them must be safe. 
 
• This creates a structural weakness: 
 
• Code execution often means implicit trust.
 
• Tokens equal unrestricted authorization.
 
• Pipelines allow for blind automation.
 
In modern DevOps, this means once code 
runs, it can access everything the 
environment can access. 
 
That assumption is now the primary attack 
surface.

• Supply Chain Exposure: Source code theft 
enables downstream vulnerability discovery and 
exploitation.
 
• Operational Risk: Attackers bypass defenses 
by exploiting development workflows.
 
• Regulatory Risk: Token-based access without 
behavioral enforcement weakens audit evidence.
 
• Security Model Failure: Identity-based trust 
models fail inside automated systems. 

• Code execution often means implicit trust. 
 
• Tokens equal unrestricted authorization.
 
• Authenticated systems performing data 
exfiltration or repo cloning activity.
 
• Unusual repository access patterns from 
automation accounts.
 
• Lack of segmentation between public 
contributions and private environments.
 
A consistent signal in this breach is the 
disconnect between trusted identity and 
harmful outcome. The token was valid. The 
pipeline execution was valid. The access 
request was valid. But the resulting behavior 
was not constrained This creates a new 
requirement: 
Security teams must understand not just 
what accessed development systems, but 
what actions enable execution.
 
Without that, malicious activity is 
indistinguishable from normal automation. 
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CISO Action Brief

Zero Trust for Code Value

Methodology & Sources

Zero Trust for Code enforces runtime policy on what code and automation are allowed to do, 
regardless of origin. It ensures pipelines operate within defined behavioral limits, tokens remain 
scoped to intended use, and unauthorized execution is blocked before impact. 
 
This approach removes implicit trust from CI/CD systems, automation accounts, and runtime 
environments, replacing it with continuous validation. Every action is assessed before execution 
rather than after compromise. 
 
The Grafana breach signals a shift: the attack exploited automation trust rather than 
infrastructure. Zero Trust for Code restores control by treating code, tokens, and automation as 
untrusted until verified at execution time. 
 
 Zero Trust for Code: Trust but verify.

• Define strict behavioral policies for CI/CD pipelines (what actions pipelines are allowed to 
perform).
 
• Remove trust from external code execution, isolate fork-based workflows from secrets.
 
• Implement short-lived, scoped tokens with minimal privilege.
 
• Introduce pre-execution validation for all pipeline actions (scripts, commands, repo access).
 
• Monitor and log all token usage with behavioral context, not just authentication events).
 
Start with one high-risk pipeline: map access, define allowed actions, block everything else. Use 
this as a repeatable model. Align with DevSecOps governance, third-party risk, and supply chain 
security, extending Zero Trust into code execution environments.

The Hacker News (May 2026), SecurityWeek (May 2026), supporting threat intelligence 
reporting on the Grafana GitHub token breach, and CodeHunter Labs analysis of CI/CD and 
software supply chain risk. 
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Android RAT: BTMOB

May 28, 2026

The emergence of no-code malware platforms demonstrates that trust based on code origin, 
developer identity, or distribution channel is no longer sufficient. As malware creation becomes 
more accessible and scalable, Zero Trust for Code is required to enforce what software is 
permitted to do at execution time, independent of how it was built or delivered.

An Android-based RAT known as BTMOB is spreading through a Malware-as-a-Service (MaaS) 
model that allows operators to generate malicious applications using a no-code interface. 
These applications are distributed through phishing campaigns and fake marketplaces, enabling 
attackers to bypass traditional trust signals and deliver malware at scale. 

Once installed, the malware enables full device compromise, including data exfiltration, 
monitoring, and remote control, expanding beyond traditional financial theft into complete 
system control. The combination of low skill requirements and rapid customization 
fundamentally changes the volume and variability of malicious code entering enterprise 
environments. 
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The Problem The Impact

What to Watch For

• Compression: Timelines are rapidly 
compressing, reducing the gap between 
discovery, weaponization, and exploitation. 
 
• Trust collapse: Code can no longer be 
trusted based on origin, appearance, or 
assumed developer intent.
 
• Barrier of entry: No-code tooling allows 
anyone to produce operational malware, 
expanding the threat actor base 
dramatically. 
 
• Runtime blind spot: Security controls 
remain focused on pre-execution validation, 
leaving behavior largely unchecked after 
execution begins.
 
Zero Trust for Code lens: 
 
• Identity confirms the user, device trust 
confirms the endpoint.
 
• Zero Trust for Code governs what the 
executing code is allowed to do in real time.
 
The core failure exposed by this model is that
 modern security architectures still assume 
that once code is installed or permitted, its 
behavior is inherently bounded by design. 
This assumption no longer holds.
BTMOB demonstrates that code can be 
dynamically generated, rapidly modified, and 
operationalized without traditional 
development constraints. 
As a result, static validation, signing, and 
marketplace controls are insufficient to 
guarantee safety.
 
This creates a structural gap: security 
verifies access to systems, but does not 
verify the actions executed within them. 
Zero Trust for Code is required to close that 
gap by enforcing behavioral limits at the 
moment actions occur, not before.

• Pace: Attackers operate at a speed where new 
variants bypass signature and reputation-based 
defenses almost immediately. 
• Regulatory: Controls tied to sourcing or 
authentication do not demonstrate control over 
actual system behavior and outcomes.
 •Board: Risk accountability shifts toward 
proving constraint of actions, not just prevention 
of access.
• Operational: Organizations lack control at the 
exact point where malicious code executes

Applications executing actions outside 
expected functional scope.

Trusted apps performing high-impact or 
persistent background activity.

Phishing flows directing users to install apps 
from unofficial marketplaces.

Abuse of permissions or system services to 
gain expanded control.

The consistent signal in these attacks is the 
gap between perceived trust and actual 
execution. Applications appear legitimate at 
install time but perform actions that exceed 
expected operational limits.

This creates a clear detection requirement: 
organizations must evaluate what code does 
during execution, not just how it was 
delivered. Without that visibility, malicious 
behavior remains indistinguishable from 
normal application activity.

Zero Trust for Code: Trust is defined by 
behavior, not origin.
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CISO Action Brief

Zero Trust for Code Value

Methodology & Sources

Zero Trust for Code enforces policy on system actions after authentication by evaluating 
outcomes before execution. 
 
It blocks actions outside defined behavioral envelopes and generates refusal logs usable for board 
and regulatory evidence. 
 
This model aligns security control speed with AI-assisted adversaries. 
 
Zero Trust for Code introduces a control layer that operates at the same speed as AI-driven 
attacks. Instead of relying on detection after execution, it evaluates actions before they complete, 
ensuring that only behavior within defined policy is allowed. 
 
That shifts security from reactive analysis after impact to preventative enforcement in real time, 
at the speed AI-assisted adversaries already operate. The result is not just improved security, but 
stronger, defensible evidence for regulators and boards. 
 
CodeHunter provides the Pre-Execution Trust Decision Engine to verify the behavioral intent of 
every artifact before it runs, protecting your reputation and your bottom line. Learn more at 
codehunter.com.

• Define explicit behavioral policies for application activity (data access, permissions, execution 
scope).
 
• Implement enforcement mechanisms that operate during runtime, not just pre-deployment.
 
• Reduce reliance on trust signals such as app source, signatures, or identity alone.
 
• Integrate behavioral enforcement into existing Zero Trust and endpoint strategies.
 
• Start with environments where code execution carries the highest risk and establish enforceable
 constraints on behavior. Build outward by applying the same control model across broader 
systems.
 
 

Dark Reading reporting (May 2026), ESET research on BTMOB RAT activity, and CodeHunter 
Labs analysis of runtime enforcement gaps in MaaS-driven environments. 


