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Governance models that treat official marketplaces as trusted control boundaries assume that 
validation at admission ensures safety over time. When software is permitted to execute based 
on initial approval rather than continuous verification, trust becomes static while behavior 
evolves. Zero Trust for Code addresses this by enforcing control at execution, ensuring that 
approved software cannot perform actions outside defined policy.  

Microsoft removed 119 malicious extensions from the Edge Add-ons store tied to a campaign 
known as “StegoAd.” These extensions seemed to be common legitimate tools, such as ad 
blockers, VPNs, and translators, and functioned normally to build user trust. Malicious payloads 
were concealed within image and font files and remained dormant for days after installation. It 
activated only after bypassing multiple evasion checks. Once active, the extensions enabled 
credential theft, session hijacking, ad fraud, and remote code execution, affecting an install base 
of up to 2.6 million users. 
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The Problem The Impact

What to Watch For

The governance failure lies in the reliance on 
pre-publication validation as a sufficient 
control, without enforcing constraints on 
behavior after deployment. Review 
processes focus on visible code and declared 
functionality, but do not account for hidden 
execution paths embedded within 
non-executable assets or delayed activation 
patterns. This creates a gap where software 
passes acceptance criteria while retaining 
the ability to execute unauthorized actions at
 a later time.  
 
This issue is compounded by trust 
inheritance within official ecosystems. 
Software distributed through approved 
marketplaces gains implicit credibility, 
reducing scrutiny from both users and 
organizations. Attackers exploit this trust by 
designing software that behaves correctly 
during initial evaluation, then transitions to 
malicious operation after predefined 
conditions are met. Because governance 
decisions are tied to admission rather than 
ongoing behavior, this transition occurs 
outside any enforced control boundary.  
 
The underlying breakdown is the absence of 
continuous behavioral governance across 
the software lifecycle. Once software is 
installed, there are no enforceable limits on 
how it interacts with credentials, sessions, or 
external systems. This allows malicious 
functionality whether it be hidden, delayed, 
or remotely delivered, to execute without 
restriction, demonstrating that trust 
assigned at installation does not translate 
into control at runtime. 

• Unauthorized execution within trusted 
browser environments at scale.
 
• Credential and session compromise leading to 
account takeover risk.
 
• Financial impact through ad fraud and 
transaction manipulation.
 
• Erosion of trust in marketplace-based 
validation and approval systems.

• Extensions or software exhibiting delayed 
activation after installation. 
 
• Legitimate features paired with 
unexplained background network activity. 
 
• Use of non-traditional assets (images, fonts)
 in execution workflows. 
 
• Software maintaining normal function while
 generating anomalous outcomes. 
 
A consistent signal is the misalignment 
between approved functionality and 
observed behavior. Software continues to 
meet user expectations while simultaneously 
performing actions outside defined 
operational boundaries. 
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Zero Trust for Code Value

Methodology & Sources

Zero Trust for Code introduces enforcement that operates independently of how software is 
sourced or approved, ensuring that all execution is validated against defined behavioral policy. By 
evaluating actions before completion, it prevents software from performing unauthorized 
operations whether it is trusted, approved, or widely distributed. 
 
This directly addresses the governance gap exposed in this campaign: the lack of control after 
acceptance. Instead of assuming that vetted software will behave as intended, Zero Trust for Code
 ensures that only permitted actions are allowed to execute, regardless of origin, reputation, or 
prior validation. 
 
The result is a governance model where trust is not static but continuously enforced, closing the 
gap between approval and execution and preventing delayed or hidden functionality from 
operating outside control. 

• Establish governance policies that extend beyond software admission to continuous execution 
monitoring. 
 
• Enforce behavioral constraints on all applications and extensions, regardless of source or 
approval status. 
 
• Treat marketplace-distributed software as untrusted until behavior is validated in context.
 
• Monitor for delayed or conditional execution patterns across endpoints. 
 
• Centralize decisioning to ensure that approval does not override enforcement.  

Analysis based on reporting from The Hacker News (June 29, 2026) on Microsoft’s removal of 119
 malicious Edge extensions tied to the StegoAd campaign, supported by Microsoft research 
CodeHunter Labs evaluation of governance failures in marketplace-driven software trust models.


