CODE

Zero Trust for Code Starts Here

U.S. DEPARTMENT O AK RIDGE
of ENERGY National Laboratory

CodeHunter’s technology traces to AVUD (Automated Vulnerability Detection for Compiled Smart-Grid Software), a
Department of Energy-funded project at Oak Ridge National Laboratory (ORNL) under the Cybersecurity for Energy
Delivery Systems (CEDS) program.

The problem: energy-delivery devices run software with long operational lives, remote-update attack surfaces, and often

no available source code. Conventional testing couldn’t cover the input space, and even correct source code didn’'t guarantee
safe compiled behavior.

ORNLs answer: analyze the compiled artifact itself through behavioral computation to determine what it can do before trusting it to
operate inside a critical system — even when source code is unavailable, and even when the software has never been seen before.

The result was a software-assurance technology built specifically for critical infrastructure, which became
Hyperion (an R&D 100 Award winner) and was ultimately commercialized as CodeHunter, carrying forward
issued patents and the original behavioral methodology.

CodeHunter is built on one question: what is this software capable of doing, and under what conditions?
Not: does this match something bad we’ve seen before.

That behavior-first logic, not signature-matching, is the core of CodeHunter’s platform today.

WHY AI-ASSISTED DEVELOPMENT RAISES THE STAKES

The distance between human intent and what actually executes is widening fast. Most developers now use Al daily
in their workflow, and coding agents increasingly generate code, pick dependencies, and open pull requests with
minimal human review. Even Al-tooling vendors advise that Al-generated code be independently assessed rather
than trusted outright.
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The number of things you are being asked to trust indirectly has exploded.




Zero Trust for Code: Same Architecture, Expanded Problem

EVOLVING REQUIREMENTS FOR SOFTWARE SUPPLY-CHAIN SECURITY

SBOMs, SCA, code signing, SLSA provenance, and SAST were built for a world where a human wrote and could plausibly review
most code. Each answers a question of identity, provenance, or known risk: what’s in the package, whether a dependency is
already flagged, who signed it, how and where it was built, whether the source contains recognizable insecure patterns.

Those controls remain necessary, but in an Al-first pipeline, where agents generate code and pick dependencies with limited
human review, they aren't sufficient alone. An artifact can pass every one of them and still be built to perform behavior no
one intended or reviewed.

WHAT TRADITIONAL CONTROLS VERIFY WHAT AI-FIRST PIPELINES REQUIRE

SBOM — what’s in this package? What can this artifact actually do once it runs?
SCA/CVE/OSV — known vulnerabilities? Even an artifact that’s signed, provenance-verified,
Signing — who signed it? and free of known vulnerabilities can still open

SLSA — how and where was it built? processes, alter credentials, establish persistence, or

SAST — insecure source patterns? reach out to external systems.

FROM SOURCE-BASED TRUST TO BEHAVIORAL TRUST

Provenance can confirm how an artifact was built and that it's authentic. CodeHunter's architecture treats behaviors as
the core signal, with verdicts, compliance findings, and risk scores generated as downstream outputs of what an artifact is
capable of doing, analyzed before execution, independent of source, signing, or reputation.

As Al-generated code and automated pipelines produce artifacts with no clear author, no history, and nothing to check them
against, the ability to judge an artifact by what it does, not where it came from, becomes the control that scales. It works the
same way whether an enterprise developer or an Al agent produced the code.

THEN » SOURCE-BASED TRUST

Can we trust this because of who built it,

NOW » CODEHUNTER
What is this software capable of doing,

signed it, or where it came from? and under what conditions?

Can we trust this compiled artifact to run, whether
a person, a team, or an Al agent produced it?

ABOUT CODEHUNTER

CodeHunter provides Zero Trust for Code, enabling organizations to determine whether software should be trusted before
it runs. Founded in 2021, with roots in U.S. government research labs, CodeHunter analyzes the behavior and intent of
software artifacts prior to execution, helping enterprises stop malicious code from running, cut alert overload, and automate
security decisions across pipelines, endpoints, and enterprise environments. The company focuses on regulated industries
that require high assurance, operational resilience, and auditable security controls. Learn more at www.codehunter.com.

CODE

© 2026 CodeHunter. All Rights Reserved




